21t Century Cures Act Final Rule
on Information Blocking

How the Information Blocking Rule applies to heightened
privacy protections for substance use disorder and
mental health treatment records.

The 21st Century Cures Act aims to put patients in charge of their health records
and promote interoperability by establishing penalties for healthcare providers
(among others) who engage in information blocking. ONC’s Cures Act Final Rule on
Information Blocking prohibits healthcare providers from interfering with access,
exchange, or use of electronic health information.! However, it does not prohibit
healthcare providers from protecting information covered by a stricter privacy law,
such as 42 CFR Part 2.

For more resources about the Information Blocking rule generally, see these resources
from the Office of the National Coordinator for Health Information Technology (ONQ).

Key Point

The Information Blocking rule does not require a healthcare provider to use or
disclose electronic health information in a way that is prohibited under state or
federal privacy laws.?

2023 update:

In May 2023, ONC issued additional FAQs about how to interpret the Information
Blocking Rule. Notably, the FAQs address how to interpret the Rule when another
federal privacy law requires that certain conditions be met prior to disclosure, when
an individual requests that their EHI not be disclosed, and when an actor operates in
multiple states with differing privacy laws.*

* See the ONC'’s, Frequently Asked Questions.
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https://www.healthit.gov/topic/information-blocking
https://www.healthit.gov/topic/information-blocking
https://www.healthit.gov/faqs?search_api_fulltext=&field_recent_new_flag=1

A Closer Look

What does this mean for records protected by the federal privacy protections for
substance use disorder treatment or for mental health records protected by state law?

e Providers should continue protecting records according to applicable law,
including 42 CFR Part 2, the Health Information Portability and Accountability
Act (HIPAA), and state privacy laws for mental health treatment.

At the same time, when applicable privacy laws permit a disclosure, providers
should comply with the Information Blocking rule.

Examples

ONC described several types of practices that likely would interfere with access,
exchange, or use of electronic health information. This resource explains how these
examples apply to Part 2 programs and information protected by 42 CFR Part 2.
The Information Blocking rule’s application to mental health treatment records may
vary by state; local practitioners can use these examples as a guide but should refer
to state law privacy protections for mental health.

Example 1

A healthcare provider’s internal procedures require a patient’s written consent
before sharing any of the patient’s electronic health information with unaffiliated
providers for treatment purposes.?

If the healthcare provider is a Part 2 program, or if the electronic health information
is otherwise protected by Part 2, this is NOT “information blocking.” A patient’s
written consent is required before sharing Part 2 records with unaffiliated providers
for treatment purposes. See ONC Information Blocking Exceptions; 42 CFR 2.31.

Example 2

A healthcare provider directs its EHR developer to configure its technology so that
users cannot easily send electronic patient referrals and associated electronic health
information to unaffiliated providers, even when the user knows the direct address
or National Provider Identifier of the unaffiliated provider.*

Even if the healthcare provider is a Part 2 program or the records are protected

by Part 2, this is “information blocking.” Part 2 does not require EHRs to impose
barriers to sending electronic patient referrals and associated electronic health
information to unaffiliated providers; the only Part 2 requirement is that the patient
consent before sending referral information or electronic health information.®

Example 3

A healthcare provider has the capability to provide same-day access to electronic
health information in a form and format requested by a patient but takes several
days to respond.®


https://www.healthit.gov/sites/default/files/page2/2020-03/InformationBlockingExceptions.pdf

Even if the healthcare provider is a Part 2 program or the records are protected by
Part 2, this is “information blocking.” Nothing in Part 2 prevents providers from
responding to patient’s requests for access to their own records. However, HIPAA's
exceptions to the patient right of access still apply.

For example, the healthcare provider does not need to release information
contained in psychotherapy notes’ or if the provider determines that access is
likely to endanger the life or physical safety of the patient or another person.®

Complaints about information blocking can be submitted through
ONC'’s online Health IT Feedback Form.

For More Information

Resources
This resource is one of many that are available within the CoE-PHI’s resource
library, which can be found at coephi.org.

Request Technical Assistance

You can request brief, individualized technical assistance and join our mailing list
for updates, including news about the publication of new resources and training
opportunities on our website.

Disclaimer

Resources, training, technical assistance, and any other information provided through the Center of Excellence for Protected Health
Information do not constitute legal advice. For legal advice, including legal advice on other applicable state and federal laws, please
seek out local counsel. This resource was supported by SAMHSA of the U.S. Department of Health and Human Services (HHS) as part
of a financial assistance award totaling $5,000,000 with 100 percent funded by SAMHSA/HHS. The contents are those of the author(s)
and do not necessarily represent the official views of, nor an endorsement, by SAMHSA/HHS, or the U.S. Government
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